
Road User Charging 
with privacy focus

Ola Martin Lykkja, Q-Free Norway

COPYRIGHT © 2020 Q-FREE



External drivers in Tolling and Road User Charging

• Government revenue loss from fuel tax
− Transition to electric vehicle: No fuel tax
− Newer cars have better mileage Less government income from gasoline tax.

• Fairness
− Arbitrary placement of payment gantries leads to unfair cost distribution on the individual 

level
− When new roads or bridges are tolled, the asset is underutilized when old road is free.

• Polluter pays principle
− EU commission want to migrate from yearly fees to a per use fee (Eurovignette)
− Drivers should pay external cost (delays, particulates, CO2 emissions, road maintenance,

noise, accidents, etc)

• Privacy issue
− Current AutoPASS system collects and stores way too much personal information, each 

passage are stored for 5 years because it is a financial accounting record.
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State finances revenue loss in Norway (NOK)

Down from 72 to 47 billions NOK in 6 years
2021: 80% of new vehicles are electric (65 % fully electric, 15% hybrid).
500.000 of 2.8 millions registered passenger vehicles are electric
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The GeoFlow pilot project



GeoFlow – Fee change for individual users

Based on a previous project we analyzed driving 
patterns for 40 people. The RUC fees are set to 3 
NOK per km outside rush hours and 4 NOK per km 
in the rush hours. This makes is a zero-sum game.

Participants in the GeoFlow survey are interested in discovering changes in 
their expenses based on their individual driving patterns.
Some will pay more, especially if they are mainly driving inside our current 
tolling ring.

Some pay
less with

RUC
Some pay 
more with 

RUC

Bar char shows monthly cost (NOK) for 40 individual drivers

Cordon RUC



Polestar
Android Automotive App

Tag4All – New NFR project (2023-25)

GeoFlow Pilot 2023
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GeoFlow User’s attitude survey

Source: SINTEF
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Active enforcement is needed for deployment

• Enforcement is needed to ensure that all vehicles are tolled
− have a compliant unit mounted
− unit is powered on and running
− it is not GNSS spoofed or jammed
− it is not blocked from communication to back-office

• Recommendation:
− Enforcement stations with cameras, classification and communication equipment are needed
− Permanent stations
− Portable/handheld equipment, just like police speed radar checks at random locations.

• Compare to other well-known enforcement systems:
− In many cities public transport systems use barrier free train/bus/tram/subway entry
− Passengers use smartphone apps for payment
− Enforcement is key to ensure that the cost of cheating exceeds “saved” ticket purchase
− There is no relationship between the cost of enforcement and the penalty fee revenue from enforcement.
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Privacy and cybersecurity



Privacy

I 2023 new systems must be designed with privacy from its inception. Almost every day we read about errors and
«mishaps» the leak private information. This make privacy design a key aspect for Road User Charging.
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NRK journalister kjøpte data og identifiserte en person de intervjuet, han besøkte bl.a. sykehuset.



The 6 GDPR Principles in EU legislation – article 5
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Principle Relationship to RUC

Lawfulness 
Fairness 
Transparency

Lawfulness is outside Q-Free scope.
Fairness is the purpose for transition to RUC.
GeoFlow lets the user inspect his data. Data collection is 100% transparent to the user.

Purpose limitation Today, the police (and others) can use AutoPASS data for non-tolling purposes. If this was 
open, the list of misuse would be endless. Speeding tickets, drunk driving, cheating 
spouses, … When transitioning to RUC, much more data (time/place) is traditionally 
collected (in truck tolling). Can be used to track individuals, calculate average speed on 
specific roads, driving patterns, infrastructure planning and hundreds other noble purposes.

Data minimisation In GeoFlow we will very aggressively aggregate data as soon as possible. Raw data are 
encrypted and stored locally. Time/Place data simply does not exist at any central server.

Accuracy Yes…

Storage limitation Connected to data minimalization. But the user can choose to remove personal data at the 
cost of loosing the possibility to make an invoice complaint.

Integrity and confidentiality Key requirements solved with modern cybersecurity



Q-Free is focused on privacy and cybersecurity in GeoFlow
• AutoPASS: Every toll plaza passage is an accounting record and is stored for 5 

years according to financial regulations (including free passages).

• Truck-tolling in Germany, Hungary, Switzerland (and others) collects and 
transmits detailed position data to back-office systems.

• No country is currently doing distance-based road user charging for private 
passenger vehicles.

• Norway can be disruptive on km-fees today in the same way as in 1990.

• GeoFlow:
− All processing executes in the vehicle.
− Thick Client: The vehicle known all rules, region borders and tariffs.
− The vehicle creates the invoice e.g. weekly. Only the total amount to be

payed is transferred to the toll service provider.
− Detailed time and location data is stored encrypted in the vehicle such that 

only the vehicle owner may access it.
− Modern, powerful cybersecurity.
− Enforcement is implemented with privacy.
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Threat analysis based on
ISO 19299 Electronic fee collection — Security framework
ISO 19299 contains an analysis of 291 threats to a tolling/RUC system.

• This considers all kind of threats: hackers, governments, user, etc.

• This has been revisited by SINTEF and they have found that 74 are irrelevant to GNSS tolling (applies only to tag tolling)

• 83 of the remaining 217 are mitigated by the Thick Client approach.

Focus on:

• Device in hands of hostile user.
Can he tamper with own data?
Can others tamper with it?

• Man-in-the middle attacks.

• Non-repudiation

• Privacy
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Summary

Why should we implement Road User Charging with privacy?

• Can provide very good privacy, a big step up from AutoPASS

• Driver owns and controls his own data stored in a private vault

• It is within the EETS and is described in international standards

• Eliminates many threats to the system

• User acceptance is higher when privacy is taken care of 

Why don’t others do it?

• It is cheaper to ignore privacy

• Toll Chargers does not have to trust Toll Service Providers

• Truck tolling sees the drives as employees and tolling data is company data

• Truck tolling was established before GDPR

• Enables secondary use of data
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